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Building sffective cybersecurity programs: curity manager's handbook

Schreider, Tast Moakes-Fry, Kristen
Rothstein Publishing , 2017 ; English ; 245 Pages

“ou know by now that your company coukd not survive without the Internet. Mot in teday's market. You are either part of the digital econamy or refiant wpan it With critical information assets at risk
Cybersecurty Programs: A Security Manager's Handbook, lzys out the step-by-step roadmap to follow as you build or enhance your oybersecurity program.
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— Awaid being “blindsided” by an unexpected emergency or orisis in the workplace - vialence, natural disaster, or worse! Bruce Blythe's The Manages's Guide ta Quick Respanse in a Crisis: Effective Acti
_ Blythe uses real-workd case studies, examples, and checklists to help you be the top-notch leader the situation reguires.
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Rothstein Publishing , 2015 ; English ; 151 Pages
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The Red Book has four main components that outline an ilerative improvement process to
achieve principled per Principled perf is OCEG's point of view and approach
to business to help achieve governance objectives, While a sequence is implied. components
operate concurrently (OCEG, 2015).
o Learn: Examine and analyze context, culture, and stakeholders to learn what the
organization needs to know to establish and support objectives and strategics.
o L1 External Context: Consider the external business context in which the
organization operates.

o L2 Internal Context: Consider the internal business context in which the organization
operates.
o L3 Culture: Understand existing culture, izational climate, and individual
mindsets ing g X i and risk.
o L4 Stakeholders: Ensure stakehold ds d ions and req that
may affect the organization.
*  Align: Align per risk and li jecti ies, decisi king

criteria, actions, and controls with the context, culture, :md stakeholder requirements.

o Al Dircction: Provide clear mission, vision, and value statements.

© A2 Objectives: Establish a set of ble objectives that are i with
decision-making criteria.

o A3 Identification: Identify forces that may cause opportunitics or threats to
achievement of objectives.

o AdA Analyze approach to address opp ities and threats.
o A5 Design: Develop strategic and tactical plans to achieve the objectives.

e Perform: Address threats, itics, and by i dcsncd
conduct and cvents. and p: ing what is undesired, through the appli of

proactive, detective, and responsive actions and controls.

o P1 Controls: Establish a mix of management, process, human capital. technology,
information, and physical actions and controls that serve governance, management,
and assurance needs.

o P2 Policies: Impl policies and dp dures to address opp
threats, and i and set clear of conduct for the governing
authority, management, the work foree, and the extended enterprise.

o P3 Communication: Deliver and receive relevant, reliable, and timely information to
the right audiences.

o P4 Education: Educate the g ing authority, and the

PS5 Incentives: Implement incentives that motivate desired conduct and recognize

those who contribute.

P6 Notification: Report progress toward objectives, and the actual or potential

irable and desirable conduct, diti and events.
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Font size

selection
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o P7 lnqunry Analyze data and seek input about progress towards objectives, and the .
of undesirable conduct, conditions and events. Thumbna||

o P8R Exceute resp: to identified or d

events, or in . .
Print Setting
*  Review: Conduct activities to monitor and improve de‘lgn and@
all actions and controls, i ing their i tol

© R Monitoring: Motivate desired conduct and recognize th Please set the prlnt ra.nge :
You are allowed to print maximum 40

© R2 Assurance: Report progress toward objectives, and the -
oceurrence of undesirable and desirable conduct, condition| pages I |

© R3 Improvement: Review information from periodic evalu:
responsive actions and controls, monitoring. and assurance

L1 External Context
L2 internal Context
13 Culture

L4 stakeholders

R1 Monitoring A1 Direction

R2 Assurance A2 Objectives

R3 Improvement A3 identification
A4 Assessment
AS Design

5 Incentives

©2 Policias © Notification
©3 Communication 7 Inquiry
14 Education ©4 Response

Figure 2-5. OCEG GRC Capability Model. (Copyright ©2015, OCEG. Permission by OCEG is
required for reproduction and/or use of material.)

Analysis
o Strengths: OCEG licenses the Red Book under Creative Commons Attribution, which
makes it casier to use than some other approaches as it is open source and subsequently
free from licensing costs. Anyone may use and build upon the Red Book with open
sourcc cxpansions. The Red Book is also comprehensive and should suit any governance
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. To ensure you do not become one of those managers you read about who lets the cyber aggressors in the backdoor, you must also take cybersecurity seriously as well.
Whether you are a new manager or a current manager invelved in your organization’'s cybersecurity program, | am confident this book will answer many questions you
have about what is involved in building a program. You will be able to get up to speed quickly on program development practices and have a readmap to follow in

serially throughout their careers. This leaves little time to forge experience gained through building a program of their own design. = In addition, few of these managers
graduated from a cybersecurity degree program that teaches architecture and design. Second, we do not have a generation of managers equipped to build
cybersecurity programs. = By many accounts, there are over one million cybersecurity jobs open in the US. According to the US Bureau of Labor Statistics, this industry

a methodical approach to their design and construction. When setting out on a journey to build a cybersecurity program. my advice is to start at the beginning, resist
hopscotching stops. and stay true to the journey. This book is a process, emphasizing the benefits of basic preparatory steps that are often overlocked. Your journey
begins with creating a blueprint of what you are going to build. and it will end with ensuring your program cperates as a mature service organization.
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You know by now that your company could not survive without the Internet. Not in today's market. You are either part of the digital econemy or reliant upon it. With
. critical information assets at risk, your company reguires a state-of-the-art cybersecurity program. But how do you achieve the best possible program? Tari Schreider, in
Details = Building Effective Cybersecurity Program ger's Handbook, lays out the step-by-step roadmap to follow as you build or enhance your cybersecurity
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Chapter 2

Establishing a Foundation of Governance

Now that you are designing your cybersecurity program like an architect, it s time for you to
think about how you will administer your program or, in ather words, apply some governance. It
‘makes no sense to ereate a great program and then let it go to sced. Governance ensures your
program performs as intended. So, what is governance? IT you ask ten people, you will get ten
different answers. Dictionary definitions will only leave you puzzled. Simply put, governance is
‘managing your program cthically and responsibly according to a set of principles and policics.
‘Think in terms of doing the right things for the right reasons to allow the right things to happen.

Since the acronym GRC (governance, risk, and compliance) popped up in early 2000, a great
deal of confusion on what canstitutes governance ensued. GRC is only a vendor acronym serving
as nothing more than a marketing umbrella for three separate functions or products. The use of
the acronym allows anyone with a standard or solution aligning to any onc of the letters of GRC
10 claim the governance moniker. In my experience. | have found that few true governance

models, standards, or frameworks exist. In this chapter, I will focus on the “G” of GRC and
decipher what governance is and is not as well as provide you with overviews of what I believe
are credible frameworks or models to serve as your cybersceurity program governance
foundation. | cover the “R” in Chapter 4 and the “C” in Chapter 5. My goal in this chapter is for
you to learn what governance really is, what authoritative governance reference materials to rely
on, and how to apply the right measure of oversight to your eybersecurity program

This chapter will help you to:

« Understand what should be included in your governance foundation.
« Define an effective cybersecurity governance foundation.
o Familiarize yourself with the top governance frameworks and models.

Recognize ways to automate your governance program.

ity programs a security manager's handbook [p54-85].pdf
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Now that you are designing your cybersccurity program like an architect, it i time for you 1o
think about bow you will administer your program o, in other words. apply some govermance. It
makes no sense to create a great program and then let # g0 to sced. Governance ensares your
program performs as intended. S0, what is govermance? If you ask fen people. you will get ten
ifferent answers. Drctionary definitions will caly Ieave you puzzled. Simply put. povernance (s
managing your program cthcally according 103 set o
Think £ things for the right the right

Since the acronym GRC (governance, risk, and compliance) popped up in casly 2000, a great
deal of confiusian on what constitutes gos emance ensucd. GRC is only 3 vendor acromym serving.
5 nothing mere than a marketing umbrella for three separate functions or prodcts. The use of
the acronym allows anyone with 3 standard or solation aligaing to any one of the letrs of GRC
10 claim the govemance moniker. In my experience. | have found that few true govemance
models. sandards, o frameworks exist. 1 this chapter, 1 will focus oa the “G™ of GRC and
decipher what governance fs and i mor 23 well 5 provide you with overviews of what | believe
are credible frameworks or models 10 serve 2 your cybessccurity program governance
foundation. | cover the “R” in Chapter 4 and the “C" in Chapter 5. My goal in this chapter is for
you to leam what gosemance really i, what suthonitative governance refercoce materials o rely
o, a0 how 0 apply the right measure of oversight to your cybersecuriy program

This chapter will help you to:
o Understand what should be included in your govermance foundation
o Define an effective cybersecunty gorcrmance fouraation
o Familirize yourself with the top gonermance frameworks and models

Recognize ways (o aulomate your governance program
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Download
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2.1 Governance Overview
Tonce thought it was safe to assume cveryons undersiood what governance was, that, however.
wemed out 1o ot cte some definition of
overnance; 13 they can

yourself, n the content of ¢ybersecunity. quickly try to come up with a definition of governance
Sce what | mean? To some, governance inchsdes all the lettes of GRC (governance. risk. and

compliance):  others it nchudes fust two of the letters of GRC. and so.on. Al this point in the
process, | want you to think only of the “G” in GRC

S0, what cxactly is guvernance? For that amwwer, et us start with the Merriam- Webster
dictionary defimtion “the way that  ciy. company. ctc . s controlied by the people who run i
(Governance. 2017). In our contex, it is how your organization’s mnagement controls s
cybersccunty program Note the emphasts o controlling the program. aet defending agant
thrcats and vulncral ities through the use of controls Exicnding your governance program

beyond the outer boundaries of goverance wil only cause confusion and complicate your
efforts o build an appropeiste ovcrrance foundation

In my way of thinking. goverance refers to indepenaeraly punded direction of an orgamzation
accordmg 10 1ts priscples and polhcies. Govermance 1 all about ndeperalent oversnght of 3
oyhersecunty “

" 1 10 your design and " of
your organization’s cybersesunty prnciples and pobcies. In my dealimgs with orgamrations. |
comustently found that the primary mussing elcment in undersanding gor ermance was always
hat of indeperdence My customers cauly undersivo the rational of indepeouent bourd
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as well s in the production of substitutes for petrochemicals in other materials
(e.g. plastics).

The drivers of future global demand for food and agricultural products are
subject to @ range of uncertaintics, which become more important over the long
term. The UN population projections have  prediction interval (with 95% confi-
dence) for 2050 from 8.8 billion to 10.8 billion, depending on assumptions shout
fenility and morality (United Nations, Department of Economic and Social
Affairs, 2017). With regand to income, Twecten and Thompson (2008) calculated
that the combined impact of increasing incomes and changing dicts has been sta-
ble growth in per capita demand for food and agricultural raw materials of around
0.27% per annum (measured over the period 1961-2000). Over the 45 years 1o
2050, that growth rate would add just 13% to aggregate demand. On the other
hand. FAO (2012) suggests a per capita demand increase of around 30% over the
same period. while Tilman et al. (201 1) provide an estimate of 60%. The variation
in these estimates reflects the uncertainty involved.*

Population and income growth are linked via fentility, with higher per capita
income growth reducing population growth. Thus, higher estimates of per capita
demand increase may actually be associated with smaller increases in the final
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